MamsaTka ana B3pocnbix
«be3onacHbIn UHTepHeT»

VYBakaemble poautenu! Ecim Bamum netu mons3yrotcst cetbto «MHTepHET», BhI, 0€3
COMHEHHUS, OECIOKOMTECh O TOM, KaK yOepeub UX OT HENpPUITHOCTEH, KOTOpbhIE MOTYT
NOJCTEPETaTh BO «BCEMHUPHOW MAYTHHE». 3HAUYUTEIBHOE PACIPOCTPAHEHHE MATEPHUAJIOB B
cetu «MHTEpHET», NpEeIHA3HAYEHHBIX TOJIBKO JJIS1 B3POCIHBIX WM HENPUEMIIEMBIX ISl JETEH
10 KakoH-1100 APYyrod MpUUrMHE, MOXKET JIETKO MPUBECTH K HETaTUBHBIM MOCIIEICTBHSIM.

B Hacrosiee BpeMsi cuTyanusi CKJIaJIbIBAETCsl TAKUM 00pa3oM, U4TO KK/l peOeHOK,
BBIXO/SIINN B ceTh « HTEepHET», MOXKET MPOCMATPUBATH JIFOObIE MaTepUalbl. A 3TO HACUIIME,
nopHorpadusi, CTpaHUIbl, MOATAIKUBAIOIIAE MOJIOJAEKb K CaMOyOMHCTBaM, aHOPEKCHU
(0TKa3 OT mpHeMa IHIIN ), YOUINCTBAM, CTPAHHUIILI C HAIIMOHATMCTHYECKOM, IKCTPEMHUCTCKON U
OTKPOBEHHO (DAIIMCTCKON MICOJIOTHEH M MHOTOE Japyroe. Hacto ObIBaeT Tak, 4TO IPOCMOTP
Takoil MHQpOpMAIUU Jla’)ke HE 3aBUCUT OT PeOCHKA, BEJb HA MHOTUX CalTaX OTOOpaKaroTCs
«BCILIBIBAIOIINE OKHA», COJIEPKAIIUE HETATUBHYIO JIJISI HECOBEPIIEHHOJIETHUX UH(POPMAIIHIO,
Yale BCero NopHorpaduuecKkoro coaepKaHusl.

KpomMe TOro, B cetu HEpeIKO BCTPEYAIOTCS JIOJH, KOTOPHIE MBITAIOTCS C MOMOIIBIO
HNuTepHera BCTynarth B KOHTAaKT C JETbMH, MPECIEAYs] ONACHBIC WJIM IPOTUBOIIPABHBIC IS
pebeHKa 1eau. 3JI0YMBIIUIEHHUKN HMCHIOIb3YIOT ATH KaHAJbl JIJIi TOTO, YTOOBI 3aCTaBUThH
JeTel BbIAATh JUYHYIO HWH(OpMaIMio, BOBJEYb HECOBEPIICHHOJETHUX B COBEPIICHHE
ACOLMAJIBHBIX U IIPECTYIHBIX JEWCTBUM.

Mep])l NMpeaoCTOPOKHOCTH UJIN YTO HYKHO IOMHHUTDH POAUTC/ISAM:

- 4TO0BI MpeaoCcTepeyYb pedeHKa OT HEraTMBHOrO Bo3aeicTBUA MHTEepHETa, 00BsicCHUTE
AETSsIM PUHIUN paboThl ceTu. Hayunte pebeHka moiap30BaThCs MOMCKOM B ceT «HTepHeT.
[TokaxwuTe, KaKk UCTIOIB30BATh PA3TMUHBIC MMOMCKOBBIC CHCTEMBI, B TOM YHCIE JACTCKHE, IS
OCYIIECTBIIEHUS MOMCKA MTO3HABATEIBHON M pa3BUBAIOIICH /U1 peObeHka nHopMalnu;

- peOeHOK JOJKeH MOHMMATh M IMOMHHTH: HaxoxkjaeHue B VHTepHeTe BO MHOIOM
HallOMMHaeT TMpeOblBaHWE B 00mIeCTBEHHOM MecTe. OnacHOCTH, MOACTEpErarme
M0JIb30BATENs], CXOKU C PUCKOM, BO3HHMKAIOUIMM IpPHU OOIICHUU C 4y XUMH JtoapMu. Eciu
JETH JIMYHO HE 3HAIOT YeJIOBEKa, C KOTOPBHIM OOIIAIOTCS B CETH, 3TO PAaBHOCUIIBLHO OOIICHUIO
C HE3HAKOMIIEM B pealbHOM JKU3HH, YTO 3aIlPEILEHO;

- OyIpTe Bcerja OCBEIOMIIEHBI O TOM, 4eM 3aHuMaroTcs Bammum netu B MHTepHere.
[Tonnpocute ux HayunTh Bac moab30BaThCS pa3iIuYHBIMU NPUIOKEHUSIMH, KOTOpHIMU Bbl He
noJib3oBaiich panee. Ilocemante WMHTepHer BMecTte ¢ gerbMmu. lloompsiite nperen
pacckasbiBaTh Bam 00 ycrexax u HeyJadax B MPOIIECCEe OCBOCHUS CETH,

- TOMOTHUTE JEeTSAM TIOHATh, YTO HE CcIeAyeT pa3memars B HHTepHeTe JIHYHYIO
uHpopmanuio o cebe M CBOEH ceMbe: MOJHBbIE aHKETHbIE JaHHbIE (CBOM JIMOO CBOUX
HECOBEPILICHHOJETHUX [py3€il), HoMep MOOUIBHOTO TesnedoHa, JOMAIHUNA aapec, HOMEp
IIKOJIbI, MECTO pPabOThl POJAUTENICH, JIOOYI0 JPYryro JHUYHYI0 HH(POpMAIMIO, a TaKKe
JIeMOHCTpUpoBaTh (hoTorpaduu (cBou u cembn). OOBSICHUTE, UTO JFOOO0H YETOBEK MOXKET ITO
YBUAETh U UCIIOJIB30BaTh B CBOUX IIEJISAX, 3a4aCTYyI0 MPOTUBOIIPABHBIX U AMOPAJIbHBIX;

- ecau Bam pebeHok mosydaer cnam (HEXENAaTeIbHYIO JJIEKTPOHHYIO IOYTY),
OOBSICHUTE, YTO HE HYKHO BEPUTh HAllMCAaHHOMY B TaKWX MHCbMaX U HU B KOEM CiIydyae He
CJIelyeT OTBeYaTh Ha HUX;



- peOCHOK JIOJKEH 3HATh, YTO HEJb3sl OTKPHIBATh (Dailyibl, MpUCIIaHHBIE HE3HAKOMBIMU
JIOJIbMHU, TIOCKOJBKY OHHM MOTYT COJEpXKaTh BHPYChl Wik (OTO-, BHUJIEOMATEPUAIIBI
HETMPUCTOMHOIO WJIM arpecCUBHOIO cojepkanus. JlaiiTe mMoHATh peOeHKYy, 4TO HEKOTOpbhIe
monau B MIHTepHEeTe MOTYT TOBOPUTH HEMpaBay M ObITh HE TEMH, 3a KOTO ceOsl BBIJIAOT.
Hayuure pebenka mpoBepsITh Bce TO, YTO OH BUJIUT U ynuTaeT B MiHTepHeTe;

- pacckaxkuTe peOeHKy, uTo B VIHTEpHETE BCTPEHAIOTCS U «XOPOIIHE», U «ILIOXHE)
moau. OOBACHUTE, MOYEMY HE CTOUT J00ABIATh «B APY3bs» HE3HAKOMBIX JIIOJICH — OHU
MOTYT OBITH HE TE€MH, 3a Koro ceOs BoigatoT. [Ipeaynpeaute pedeHka, 4ToObl OH HA B KOEM
Cllydae He COTJIamasics Ha BCTpeun ¢ VHTepHeT-He3HAKOMIIAaMU B PEaIbHOM JKU3HU, MPEKIC
YyeM HE€ IIOCTaBUT B HM3BECTHOCTh Bac mnm Oau3KuX pojacTBeHHUKOB. IlocoBeryiite emy
obmatecst B UHTEpHETE TOIBKO C TEMU, C KEM OH JINIYHO 3HAKOM;

- TPEeJOoCTeperuTe OT CKayMBaHUSA IUIATHOM WHGOpPMAIHMKM, OCOOCHHO dYepes
cMc-coobmieHus. OO0BsICHUTE, MMOYEMY HE CTOMT OOpallaTh BHUMaHHs Ha SIpKUE OaHHEpHI
C COOOIIEHUSIMU O BBIMTPHIIIAX WA MPU3aX;

- TIOCTOSTHHO OONIalTeCh CO CBOMMH JI€TbMH, PAcCKa3blBalTe W COBETYHTE, Kak
MIPaBUJIBHO MOCTYIIATh U pearupoBaTh Ha JEUCTBUS APYrux jrojei B IHTepHeTe;

- Hay4yuTe JIeTel MPaBUIBLHO PEarupoBaTh, €CIM HUX KTO-TO OOHWJEN B CETU, WM OHU
MOJTYYNJIM/HATOJKHYJIUCh HA arpecCMBHBIM KOHTEHT, a TakkKe IOy aMOpalbHYIO
uHpopmaruio. Pacckaxute, Ky/ia B moA00OHOM Cllydae OHU MOTYT OOpaTUThCS;

- yOeauTech, 4TO Ha KOMIBIOTEPE, KOTOPHIM TOJIB3YIOTCS Bamm metw, ycTaHOBICHBI
Y TIPaBUJILHO HACTPOCHBI CPEICTBA (PUITHTPAIINH.

PoaureibCKMd KOHTPOJIb — 3TO OrPaHUYCHUE JOCTyNa JETed U IOJPOCTKOB
K HeXenaTelbHbIM caiTaM B HMHTepHere. PoauTenbCKUil KOHTPOJIb MOKET HE TOJBKO
OJOKHpOBaTh AOCTYI K TaKMM caliTaM, HO U OrpaHHYMBaATh MCHOJb30BaHue MHTepHeTa Mo
BPEMEHHM CYTOK, JHSIM HEAECIM WIWA JUIATEIbHOCTA ceaHca. CyIlIecTBYyeT MHOXKECTBO
nporpaMm ©  (QUIBTPOB, Cpeaud HUX: aHTUBUPYC Kacmepckoro ¢ BO3MOXHOCTSMH
poautensckoro KoHTpos — «Kaspersky Internet Security», mporpamma-dunstp «NetPolicey,
nporpamma-bunsTp «HHTepHeT IleH30p», (demepanbHas mporpamMma JIeTCKOTO HHTEPHETA
«l'oryne» u npyrue;

- OPUYYUTE JETEH, YTO OHU JOJDKHBI IMOCENIATh TOJIBKO T€ CaWThl, KOTOpPbIE BbI
pa3pelniivi, TO €CTh CO3JalTe IJii HUX TaK Ha3bIBaeMblId «OENblil» CIUCOK CalWTOB B
NHTepHeTe ¢ MOMOIIBIO CPEACTB POJIUTEILCKOTO KOHTPOJIS;

- HayyuTe Ballero peOeHKa YBAXEHUIO M OTUKETy B MPOLECCE MOJb30BaAHUS
WNurepnerom. Ilompocutre pebeHka HE MNPOBOLUUPOBATH KOH(JIMKTHBIE CUTyallud M
OTHOCHUTBCS K JPYTUM TOJIH30BATEIISIM TaK K€, KaK OH XOTeJ Obl, YTOOBI OTHOCUJIUCH K HEMY
caMoMy. OOBSCHUTE, YTO HU TMPU KAKUX OOCTOSTEIBLCTBAX HE CTOUT pa3MellaTh
MIPOBOKAIIMOHHBIN MaTepual U He PaCIpOCTPAHITH MO YbeH-TH00 Mpoch0e HHPOPMAITMOHHBIC
U arpecCUBHO-HACTPOEHHBIE coobOmienus. Mudopmanus, BeutoxkeHHas B IHTepHET, OCTymHA
BCEM U MOXKET OBITh UCIIOJIb30BaHAa B JIFOOBIX, B TOM YHUCJIC, MOIIICHHUYECKUX IIEIISX.

Pacckaxkure nersim npaBuia 6e3onacHoro Uarepuera:

- HAKOMY W HHKOIJIa HEe pasriamaii ceou mnapoiu. OHU — TBOW TIJIaBHBIA CEKpET.
IIpunymaii CBOM YHUKQJIBHBIM [apoJib, O KOTOPOM HHUKTO HE CMOXET poraaarscs. He



3anuchiBail mapoju Ha OymMakkax, HE XpaHM MX B OTKPBHITOM JocTymne. He ornpapisiii cBou
NapOJIH 10 JEKTPOHHOM MOYTE;

- [IPY PETUCTPALIMM HA CANTaX U B COUMAIBHBIX CETSAX CTAPANCS HE YKa3bIBaTh JINUHYIO
uHpopmalmio (cBou (pamminio, UMsi OTYECTBO, HOMEp TeseoHa, aipec MecTa KHUTEJIbCTBA,
IIKOJIbI, MECTO pabOThl POAUTENICH U JIPYTrO€) — OHA MOXKET OBITh JOCTYITHA BCEM, JIaXKe TEM,
KOTO Thl HE 3HACUIb;

- IOMHH, 4TO (oTorpacdus, pazmerieHnas B MlHTepuere A0CTymHa 1Sl IPOCMOTPa BCEM.
Crapaiics He pa3meniaTh (OTO, Ha KOTOPBIX M300pa)keHa TBOS CEMbS, IKOJIA, JOM H JAPYTUe
JIMYHBIEC TAHHBIC;

- HE BCTpeYaiics ¢ TeMH, C KEM Thl 3HAKOMUIIbCS Jinlllb B IHTEepHETE;

- IOMHH, YTO MHOTHE JIIOJIM PacCKa3bIBaloT 0 cede B VIHTepHeTe HelpaBay, B TOM YHCIIE
CBEJICHMS O BO3pACTE U ITOJIOBOW NPUHAIICKHOCTH;

- B llHTEepHETE M COLMAIBHBIX CETSAX CTapaics OO0HIaThCS TOJBKO C TEMH, C KEM Tbl
Tu4HO 3HaKoM. [lorymait U mocoBeTyics ¢ pOIUTENSIMU, IPEKE YeM JOOABUTh HE3HAKOMOTO
4esioBeKa K ce0e B CIIUCOK «JIpy3eiD»;

- HE WHCIMOJb3yH BeO-kamepy Mpu OOUICHUU C HE3HAKOMBIMU JIIOAbMH, MOMHHU O
HEO0OXOMMOCTU COXPAHATH TUCTAHIUIO C HE3HAKOMIIAMU;

- yBaxkail cobecennnkoB B MHTepHere. Hukoraa u HU npu Kakux 0OCTOSATEIHCTBAX HE
yIpoXKal JApYyruM, HE pa3Mellail arpecCMBHBIM M MPOBOKALMOHHBIA Marepuail. bynb
npyxenooeH. He rpyou;

- HEe BCTymnail B HE3HAKOMBIE COOOIIECTBA U HE PACIPOCTpPaHSIN MO 4e-mudo Mmpochde
MH(}OpMaMOHHBIE, TPOBOKAI[MOHHBIE U arPECCUBHO-HACTPOCHHBIE MAaTEPHAIIBI U COOOILIECHHUS;

- HE BCE, YTO Thl MOKEUIb MPOYECTh UM YBHUJIETh B UHTEpPHETE — Mpasaa. He eHucy u
nepenpoBepsad MHGOPMALUIO B IPYTUX MOUCKOBBIX CUCTEMAX WJIM CIIPOCU Y POAMUTEIIEH;

- IOMHH, 4YTO CYIIECTBYIOT CalThl, HENIPEIHA3HAYEHHBIE ISl AETEN, HE 3aX0I1 HA CAUTBI
«UId T€X, KTO cTapuie 18 ner», Ha HENPUWIMYHBIE U arpECCUBHO HACTPOECHHBIE CalThl. Ecin
Thl TIOMaJ] Ha TaKOW CalT MO CCBhUIKE, 3aKpoWd CBOM Opaysep, HCIOIb3Ys KIABUIIH
“ctrl+alt+delete”;

- paccKaxu BC€, YTO Thbl YBUJEJ, BbIYYMJI WJIM Y3HaJl HOBOrO B3pociiomy. JloBepsii
CBOUM POAMUTENSAM, TOCKOJBKY TOJIBKO OHU CMOTYT IOMOYb B TPYAHOU CUTYyalluu;

- HUKOT/Ia HE yKa3bIBail CBOM HOMep TeledoHa WU JICKTPOHHBIN aJipec, He OTIpaBiIsai
C Hero cmc-cooOuleHuss Ha He3Hakomble Homepa B WHrepnere. Eciu Tebe mnpumuio
COOOIIEHHE C HE3HAKOMOTO a/Ipeca, €ro Jy4lle He OTKPbIBATh;

- eciii Te0e MOKa3aloCh, YTO TBOU JPY3bsl OTHPABIIAIOT TEOE «CTPaHHYI0» UH(POPMALIUIO
WJIM MPOTPaMMBbI, TIEPECTIPOCH Y HUX, OTIPABIISLIIN JIM OHM Tebe Kakue-nuoo ¢ainsl. MHorna
MOIIEHHUKH MOTYT JEHCTBOBaTh OT MUMEHHU UYXXHMX JIIOJEH, B TOM 4YHCJIE TBOUX Jpy3ed U
POJICTBEHHUKOB;

- €ClIM Thl XOuellb KynuTh B MHTepHEeTe KaKyro-Iu0o YyCIyry Wid Urpy, oOpaTuch K
B3pociomy. OH nojickaxeT Te0e, Kak n30eXaTh MOIIEHHUYECTBA;

- HE 3arpy’kail (pailyibl, mporpaMMbl WM MY3bIKY 0€3 COTJIachs B3pPOCIBIX — OHH MOTYT
COJIEpKaTh BUPYCHI U IPUUYUHAT BPEJl KOMIIBIOTEPY.

Yo nesarTh, eciid pedeHOK BCe e CTOJIKHYJICH ¢ KAKUMHU-JIN00 PUCKAMHU:

YcraHoBUTE TOJOKHUTEIBHBIN 3MOIMOHAIBHBIA KOHTAaKT C PEOEHKOM, PAaCIOIOKUTE
€ro K pa3roBopy O TOM, UYTO CIYYMJIOCh. Pacckaxure, 4To Bbl 00ECIIOKOEHBI TEM, YTO C HUM



npoucxoaut. PeOeHOK JOoJKeH BaM JOBEpSITh M 3HaTh, YTO Bbl XOTUTE pa3o0paThCs
B CUTYaIlMU ¥ IOMOYb €My, & HE HaKa3aTh.

[TocTapaiiTecb BHUMATEJIbHO BBICIYIIATh Paccka3 peOEHKa O MPOU3OMIEANIEM, YTOObI
MOHSITh HACKOJIBKO CEPhE3HO CIIYUHUBIIEECS MOTJIO MOBIUSATH HA HETO.

Ecnu pebGeHOk paccTpoeH uYeM-TO YBHJIEHHBIM (Hampumep, KTO-TO B3JOMall €ro
npouiib B COIMAIBHON CETH) WM MONal B HEMPHUATHYIO CUTyallMiO (IOTPATUJI BAllld WM
CBOM JICHBI'M B PE3ylbTaTe HHTEPHET-MOIIECHHUYECTBA W IpoUYee) — IMOCTapalTeCh €ro
YCIOKOUTh. BMecTe ¢ HUM pa30epuTech B CHUTYAllMH: YTO MPHUBEIO K JTAaHHOMY pe3yibTaTy,
KaKie HeBEpHbIC IEHCTBUS COBEPIIIII caM PeOCHOK, a TJie Bbl HE pacCKa3aliu eMy O IpaBHJIax
6e3onacHoctn B MHTepHeTe. [IpoBenure «paboTy Haj OmuOKaMu» U OOBSICHUTE PEOCHKY,
Kak 00e30MmacuTh ce0st OT HeTaTUBHBIX (hakTopoB MHTEpHETA.

Ecmu cutyanusi cBs3ana ¢ HacuiaueM B VIHTEpHETe MO OTHONICHHIO K PeOCHKY,
TO HEOOXOAMMO BBIICHUTH HMHpopMamuioo 00 arpeccope, BBIICHUTh  HCTOPHIO
B3aMMOOTHOIIIEHUM peOeHKa M arpeccopa, BBISICHUTb CYIIECTBYET JIM JIOTOBOPEHHOCTH
0 BCTpedY€ B peajbHOM KU3HU; Y3HATh ObUIM JIM TaKW€ BCTPEUM M YTO M3BECTHO arpeccopy
0 pebeHke (peasnbHOe UMs, dhaMuius, aapec, TeaePoH, HOMEP MIKOJIbI U TOMY IMOJ00HOE),
KECTKO HacTauBaiiTe Ha M30EraHUM BCTpPEY C HE3HAKOMIIaMH, OCOOCHHO 0Oe3 CBUJETENeH,
MIPOBEPHTE BCE HOBBIE KOHTAKTHI PeOCHKA 3a MOCJIeTHEE BPEMSI.

Cobepute HamboJiee MOJHYI0 WH(OPMAIUIO O MPOUCIIECTBUU KaK CO CJIOB PEOCHKA,

TaK W C TIOMONIBIO TEXHWYECKHUX CPEACTB: 3alAUTe HA CTpPaHUIBI caiiTa, Tme ObUT Barl
peOCHOK, TOCMOTPHUTE CIIMCOK €ro apy3eu, mpoutute coodieHus. [Ipum HEoOXoauMocTH
CKOMTUPYWUTE U COXpPaHUTE ATy WH(DOPMAIUIO — B JATBHEHIIIEM 3TO MOXKET BaM MPUTOIUTHCS
(Hammpumep, AJist oOpalieHus: B MPaBOOXPaHUTEIbHBIC OpTaHbl).
Ecnu BBl HE yBepeHBI B OIICHKE CEPHbE3HOCTH IPOM3OIICIICTO C BalllUM PEOCHKOM, WIIH
OH HEJIOCTATOYHO OTKPOBEHEH (HE TOTOB WITH Ha KOHTAKT), WJIA BBl HE 3HACTE KaK IMOCTYTHTh
B JIaHHOW CHUTyalluu — OOpaTUTeCh K crenuaauctaMm (TenedoH TOBEpHs, Topsdasl JIMHUS
u npyroe). Bam mamyT pexomMeHAalMu O TOM, KyJa U B Kakod (opme oOpaTUThCs, €CiH
TpeOyeTcs  BMEIIATENLCTBO  JAPYIMX  CIyxk0 W  opraHu3ainuii, B TOM  YHCIE
MIPaBOOXPAHUTEIILHBIX OPTAHOB.

Ball pebeHOok?




